
HONEYNET PRODUCTS AND SERVICES
Product/URL Main features Pricing (where disclosed)

Acalvio ShadowPlex Cloud based decoy delivery of a variety 
of different types

Attivo Networks  
(variety of tools)

A variety of tools including decoy bot-
nets, cloud-based network and endpoint 
protection, playbook management 

Per endpoint

Countercraft Automated distributed decoys 

Cymmetria MazeRunner Very specific honeypots (Cisco ASA,  
Oracle CVEs) deployed as VMs

Fidelis/TopSpin Deception Connects to span port to automatically 
profile a network, places breadcrumbs 
on real assets as lures 

Starts at $35,000 for 32 vLANs, 
runs on prem, in cloud, or MSP

Illusive Networks Wide variety of decoys, including  
network, systems, apps and data

$60/user/year but varies depend-
ing on number of endpoints

Kippo Open source SSH honeypot Free

Safebreach Orchestrate typical attack patterns

Smokescreen Illusion Black Hundreds of decoys centrally managed 
across various types: servers, endpoints, 
network

Starts at $200,000 

Thinkst Canary Different profiles to mimic real servers, 
centrally managed

$10,000 for five licenses
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https://www.acalvio.com/shadowplex/
https://attivonetworks.com
https://www.countercraft.eu
https://cymmetria.com/product/mazerunner/
https://www.fidelissecurity.com/fidelis-elevate-deception-module
https://www.illusivenetworks.com/platform/
https://github.com/desaster/kippo
https://safebreach.com/how-offensive-security-works
https://www.smokescreen.io/IllusionBLACK/
https://canary.tools

