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Many Companies Have Not Fully Embraced Secure File Sharing 
And Are Stuck With Outdated And Inefficient Business Process

37%
reported employees 
using unapproved file 
sharing systems, or 
aren't sure about it.

20%
reported breaches from the 
use of personal email and file
sharing, or use of personal 
and software devices for 
corporate business.

80%
of respondents said that

their firm still sends sensitive
documents via snail mail

and fax

18%
reported a breach due to 
lost, stolen or unsecured 
devices.

Bad actors are a threat internally and externally

Mistakes and rogue employees are a significant challenge

BlackBerry Workspaces

Workspaces received the highest scores for Workforce Productivity and Centralized Content Protection in the 
2017 Gartner Critical Capabilities for Content Collaboration Platforms Report. Download the free report here: 
https://us.blackberry.com/enterprise/forms/gartner-critical-capabilities-for-content-collaboration 

Learn more and sign up for a free trial at blackberry.com/workspaces. 

About the Survey
The survey of 200 IT professionals in the financial services industry was conducted in September 2017 by QuinStreet. Respondents received an email invitation to take the survey. 
The respondents include a number of job functions and business types within financial services.

28%
say a file sharing 
mistake caused a 
security breach

61%
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IP LossRansomwareUse of consumer 
services and apps for 
corporate needs

Internal leaks 
(by bad actors)

Security breaches 
due to lost, stolen, 
or insecure devices

Use of personal email 
accounts and file 
sharing solutions

Use of personal 
software or devices 
for corporate business

Attacks/hacksAccidental sharing of 
sensitive documents
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When you send a file via email, a copy of that file 
is created and stored in many places along the 
way, often outside your security perimeter, including 
email servers and the devices of every recipient.

28% 26% 20%

20% 18% 16.5%

14.5% 12.5% 11%

ARE YOUR FILES SECURE?
New study finds file security gaps in financial services industry

IT leaders say that their security policies and technology covers 
file sharing, but they are still susceptible to breaches

Reported Cause of Breaches 

26%
EXTERNAL 
HACKS

17%
INTERNAL BAD 
ACTOR

14%
RANSOMWARE

Why does your company use mail/fax to share documents?

OtherTechnology/hardware
Contraints

Legacy ProcessSecurity Reasons

Email is not a secure method for 
sending files.  

of respondents said they are using 
email to send sensitive files.  

had a breach, or 
weren’t sure if they 
had or not*
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*out of the 200 respondents

74%

65%
are not certain that 
their security plan for 
unstructured data 
meets regulatory 
requirements*

90%

84%

say their security 
policy covers 
file sharing*

https://global.blackberry.com/en/enterprise/blackberry-workspaces

