HOBAN “WASH” WASHBURNE

1111 Badger Lane, Persephone, TX 11111 e 555-555-5555 ¢« wash@gmail.com

TECHNOLOGY SECURITY LEADERSHIP: CISO « VP

Dynamic Security Executive who:

> Leverages a real passion for securing the enterprise to build robust, effective, and usable security solutions.

» Analyzes new and emerging security technologies to protect data, intellectual property, and Pll from opportunity
intruders, internal intruders, and criminals.
Communicates the clear business value of security across the enterprise—from executive leadership to end users.
Creates targeted strategies to reduce Shadow IT—cutting costs and limiting vulnerability.
Enables mobility by protecting data across the full range of user devices.
Brings a solid knowledge of both compliance and infrastructure to the challenges of creating workable security
systems with little to no negative impact on development and system administration teams.
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SERENITY TRANSPORT, Persephone, TX 2012-Present

VP, Global Infrastructure Security Engineering 2015-Present

Promoted—based on recognized success and deep subject-matter expertise—to lead newly created Security

Solutions / Data Protection team for this $5.3B global shipping leader with 22K employees across 64 countries.

Recruit and lead team of 17 in development of comprehensive, proactive security strategies and baseline architecture.

Upgrade solutions to ensure optimal data / intellectual property security across 5.5K systems with 2K-4K new Linux servers

anticipated. Analyze systems and propose cost-effective enhancements / capabilities to improve end-to-end security posture.

Leverage open-source solutions to enhance systems and security posture—while containing cost. Plan, test, implement, and

maintain security standards / documentations. Partner with engineering teams on key projects. Manage $4M annual budget.
e Transformed security posture from reactive to proactive—ensuring a secure, highly available environment.

KEY WINS

Spam Reduction:
Spearheaded implementation of Cloud-based security firewall with anti-phishing / anti-spam capabilities.
e  Slashed spam by 92%.
e Grew awareness of potential attacks to stakeholders across the enterprise—including C-level executives, HR, and
Finance—through implementation of targeted training programs.
e Referenced in Alliance Security case study at: https://www.alliancesecurity.co.pe/wash

Shadow IT Reduction:
Worked closely with executive leadership to gain executive sponsorship and develop clear, actionable, Cloud Access
policies. Implemented Cloud Access Security Broker (CASB) to address / block Cloud services determined to be high risk.
Developed training / coaching to clearly communicate risk to users.

e Slashed utilization of high risk, unsanctioned, and nefarious solutions—especially backup solutions—by 80%.

e Referenced in Reaver CASB case study at: http://info.reaver.co.pe/wash

Log Management / Security Incident Management
Spearheaded implementation of end-to-end log collection system—initially Whitefall followed by Tam—to unify,
streamline, and rationalize system and database monitoring.
e  Built 'single pane of glass' including targeted SMS / email alerts on key issues.
e  Grew network transparency / insight dramatically by enabling 6-12 months of historical information and full search
capabilities across multiple log sources.
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TECHNOLOGY SECURITY LEADERSHIP: SENIOR DIRECTOR « DIRECTOR

Director of Security Engineering 2012-2015

Identified and mitigated vulnerabilities. Designed / deployed security products across global network including access
management environment—firewalls, high availability systems, reverse proxies, and additional border devices; endpoint
protection solution; vulnerability management process, and internet proxy system; central logging solution, and IPS/IDS
systems / honeypots. Directed team of 10 and managed $1M budget.

Cloud Proxy Solution Implementation
Project managed 1-year internet proxy solution implementation / upgrade from on-premise to Cloud. Directed team of 20
application and infrastructure resources to identify key global systems using legacy on-premise solution. Created roadmap to
migrate to new Cloud solution.

e  Grew internet access performance by 72%.

e Enhanced identification of malicious sites by 55%.

e Improved reporting capabilities—including metrics, incidents, and usage reports—by 93%.

Access Management
Directed team of 5 in Access Management solution upgrade. Implemented new servers and upgraded existing environment.
Worked closely with IAM and Systems Engineering teams.

e Delivered single sign-on across multiple systems—streamlining user experience and increasing customer satisfaction.

Endpoint Solution Upgrade
Spearheaded endpoint protection solution from Osiris to Reynolds endpoint solution. Created / designed new procedures
and partnered with engineering team to develop and implement policies.

e Deployed system to 10.4K Windows / Mac workstations—improving endpoint protection.

ZOEALEYNE, Persephone, TX 2004-2012
Manager, Network Security 2006-2012
Senior Security Engineer 2004-2005
Rapidly promoted to provide governance and security monitoring across 5 baseline configurations for this
leading manufacturer. Communicated compliance issues to IT teams. Implemented security policies. Led team of 4.
Managed $1M budget.
e Deployed multiple security projects including mobile device management / BYOD, certificate authority, 2-factor
authentications, identity management, and Cloud-based security management.
e Ensured a secure, robust security posture via penetration testing, monitoring, and policy enforcement.
e  Worked closely with internal / external auditors to ensure full compliance against a range of requirements including
SOX, PCI-DSS, and HIPAA.

EDUCATION, CERTIFICATIONS, and AFFILIATIONS

BSIT, University of Persephone

CISSP / Certified Information Systems Security Professional Certificate Number: 10000 ¢ CEH / Certified Ethical Hacker
Certificate Number: 11111 ¢ GCIH / Certified Incident Handler Certificate Number: 111111

Member, Persephone Cyber Civilian Corps ¢ Member, Firefly Institute



